ata is frequently handled by GPs during their day-to-day work. This includes not only clinical data where patient information is handled, but also organisational data. Clinicians must be aware of the regulations that govern information handling. This article will discuss the Data Protection Act 1998, which governs personal information held on patient records. It will clarify the eight data protection principles and how they apply in practice. Thereafter, the article will discuss the Freedom of Information Act 2000, which gives the public rights to access certain data held by surgeries. The article will highlight important exemptions and grounds for refusing access to data.
Data Protection Act 1998
The Data Protection Act (DPA) 1998 represents the legal framework determining how personal information held about individuals (the 'data subjects') can be utilised. The Act regulates the 'processing' of information. Processing essentially means doing anything at all with information, so obtaining, storing, consulting, disseminating, and deleting are all covered (European Data Protection Directive, Article 2(b)).
The Act is not only restricted to the processing of information electronically (e.g. on a computer) and where this data is handled with this intention, but also covers data which is intended for, or already used in, paper filing systems and data held on accessible records (s1 DPA).
The Act governs data use by organisations, businesses and the government, which includes hospitals, GP surgeries and other medical facilities that hold personal information. The General Medical Council's (GMC's) Good Medical Practice, states that data should be handled in accordance with the DPA . Therefore, GPs need to be aware of its basic principles to ensure their practice is compliant and not compromised.
The basic principles will be outlined by defining the terms used in the Act and case studies will be used to illustrate the underlying principles.
Definitions of terms used in the Act Data subjects, controllers and processors
The 'data subject' is the individual to whom the data applies. The 'data controller' is the person(s) or organisation(s) deciding how the personal data will be processed and responsible for ensuring compliance 
Personal data
'Personal data' is information held about an individual that allows them to be identified. This includes unique patient record or NHS numbers. 'Sensitive personal data' is subject to special protection, and needs to be more secure; this is information regarding an individ- . Criminal activity All information contained in health records is regarded as being sensitive personal data. For example, this ranges from information about minor injuries to more intimate information and concerns (ICO, 2017) . Sensitive personal data in all medical records is included, for example, correspondence and letters, filed paper records and reports that are due to be scanned into GP networks.
Implications for general practice: Case studies
There are eight data protection principles that must be adhered to by all GP practices. These are listed in Box 1. These principles will be elucidated using fictional case studies.
First and second principles
Case study 1.
A GP surgery is approached by a university department researching risk factors in cardiovascular disease. They wish to use existing patient data held on the records to Box 1. The basic data protection principles.
There are eight data protection principles that form the foundation of the act:
1. Personal data must be processed fairly and lawfully 2. Personal data should only be obtained for one or more specified and lawful purposes and should only be processed for that purpose 3. Personal data must be adequate, relevant and not excessive in regards to the purposes for which it was processed 4. Personal data should be accurate and where necessary, up to date 5. Personal data processed for any purpose(s) should not be kept longer than necessary for those purpose(s) 6. Personal data needs to be processed in accordance with the rights of data subjects 7. Appropriate technical and organisational measures need to be taken to prevent unauthorised or unlawful processing, accidental loss or destruction of personal data 8. Personal data cannot be transferred outside the European Economic Area unless the country or territory ensures adequate protection for the rights and freedoms of data subjects in relation to the processing of personal data. InnovAiT perform a case-control study. This would involve looking at the records and then inviting patients to participate in the study.
The first and second principles state that data should be processed lawfully and fairly and for a specified purpose. Clearly, clinical data is processed in order to provide medical care and record treatment of patients. Processing of personal data is lawful and fair if the data subject (patient) gives consent, or one of six exceptions in schedule 2 of the DPA is met. When dealing with sensitive personal data, processing is only fair and lawful if the patient consents, or one exception in schedule 2 of the DPA and one exception in schedule 3 of the DPA is met. These exceptions are outlined in Box 2.
These exceptions require processing to be necessary and not merely convenient. Medical records are sensitive personal data, so patient consent must be obtained or exceptions in both schedules 2 and 3 met. Best practice is to seek explicit consent of patients for data processing; practices must provide information explaining how data is used, when and with whom it might be shared, and how to formally object to data processing (British Medical Association (BMA), 2015).
The act makes provision for data collected for patient treatment to also be used for research (DPA schedule 3); however, GP practices should inform the patients that their data may be collected for research (BMA, 2000) . Practices should have a prominent notice in the surgery and on their website explaining that data is primarily used for patient care but provide other reasons when it might be used (BMA, 2015) .
In Case study 1, the data is not anonymised and patients would be identifiable. Therefore, the practice must contact their patients and gain consent prior to providing details to the university (BMA, 2000), or satisfy criteria in schedules 2 and 3 of the DPA. Generally, if identifiable patient information is to be used for purposes other than treatment, patient consent should be sought. It is important that obligations of confidentiality are met and disclosure of personal information only undertaken with patient consent, when required by law, or when it is in the public interest (GMC, 2009). However, consent for research is not required where data is completely anonymised, although in practice, this can be difficult to achieve .
Broad statistics about population subgroups may not be personal information, for example, a statistic such as 100 000 women had an abortion in 2016 (Department of Health v Information Commissioner).
Third and fourth principles
Case study 2.
During a consultation regarding her hypertension control, a patient requests that any reference to her alcohol dependency is removed from her records. She is worried that it may cause discrimination when she is seen in secondary care. She has remained successfully abstinent for the last 2 years.
The third principle of the DPA is that data must be adequate and relevant for the purpose for which it is held. This could be difficult to define, but only data related to patient care should be entered (BMA, 2000) . Furthermore, data must not be excessive beyond the information required for its purpose. For instance, GPs frequently receive clinic letters from secondary care; this is sufficient information for primary care and it is unnecessary for GP records to include additional copies of hospital documentation (ICO, 2017 . Therefore, patients may request that inaccurate information is corrected or erased; however, for medico-legal purposes, the original data should not be removed completely, with modifications made obvious; corrections must be dated and signed.
The only exception is those with a gender reassignment certificate, who can legitimately request that all reference to their previous gender is deleted from the records.
However, the Act does not give provision for entries expressing professional opinions to be changed (BMA, 2000; Medical Protection Society, 2015; National Information Governance Board for Health and Social Care, 2010). In Case study 2, the patient is requesting that information regarding her alcohol dependency is removed. This is not factually incorrect information; therefore, there is no legal duty to modify the data, but to maintain accuracy it may be appropriate to record the period of abstinence. Moreover, it is essential to explain to the patient, the need for clinicians to have accurate information to inform treatment options and that, as a matter of principle, doctors Box 2. Exceptions in schedules 2 and 3 in the DPA.
Exceptions in schedule 2 include when processing is:
. Necessary to protect the vital interests of the data subject
. Necessary in exercising functions of a public nature in the public interest
. Necessary for the purpose of legitimate interests pursued by the data controller Exceptions in schedule 3 include when processing is:
. Necessary for medical purposes undertaken by a health professional or someone with an equivalent duty of confidentiality
. 'Medical purposes' including preventive medicine, medical diagnosis, medical research, provision of care and treatment and the management of healthcare services cannot act with prejudice against patients . Hence, the data regarding alcohol dependency is not excessive or irrelevant, but necessary for safe care of the patient.
Fifth and sixth principles
Case study 3.
A former patient with prostate cancer had a prostatectomy. Post-operatively, he developed renal failure due to ureteric damage. A letter is sent from the patient to the GP surgery requesting access to their medical records. They wish to pursue compensation for this case.
The fifth principle is that data should not be kept longer than necessary for its specified purpose(s). For medico-legal reasons, notes cannot be immediately removed once patients stop receiving care.
Instead, an inactive record is archived and subsequent valid reasons for accessing the record must be dated and recorded. When a patient leaves the practice, the health authority must be informed to allow transmission of records to the patient's new GP (BMA, 2000) . There are recommended periods for retention of patient records; the ones which may be relevant to general practice are highlighted in Table 1 .
The sixth principle is that the data must be processed within the rights of the data subject. The act affords data subjects with the following rights (ss7-15 DPA):
. A right of access to a copy of their personal data
. A right to prevent processing of data that may cause damage or distress
. A right to prevent processing for direct marketing
. A right to object to automated decision-making with the data . A right to have inaccurate personal data to be rectified, blocked, erased or destroyed
. A right to claim compensation for damages caused by non-compliance with the Act In Case study 3, the patient has requested a copy of their notes and has a right to access a copy of their personal data (s7 DPA). Requests for access to medical records are common within general practice.
Healthcare professionals can informally show patients their records, but copies of records can only be provided when they have been formally requested by letter or electronically (subject access request).
There is a 40-day limit to comply with requests, unless additional information is required first; if the data controller does not supply the information in 40 days or less, a court can order they do so However, if some or all of the records are held manually, then the maximum fee allowable is £50 (BMA, 2014). Therefore, the patient information in Case study 3 has been retained appropriately and they 
Seventh and eighth principles
Case study 4.
While reviewing a patient with asthma, the duty doctor takes the patient to the treatment room to administer a nebuliser. He returns to find the patient's partner reading the hospital letter on the computer.
The seventh principle is that measures should be taken by the GP surgery to prevent unauthorised access and data loss of medical records. Therefore, paper records and computers must be based in a secure location with measures to prevent theft. Regular back-up is required to prevent loss. Also, password-protected software should be used, and the use of mobile hardware which holds personal information should be closely monitored (BMA, 2000) . As GP practices are data controllers, they have overall responsibility for how data is pro- 
Freedom of Information Act 2000
The . A publication scheme must be in place for practices
. Practices must respond to an individual's request for information.
Publication scheme
GP practices are obliged under the Act to proactively publish information. This should be based on the model publication scheme, which is a template created by the ICO (ICO, 2017 
Request for information
Case study 5.
A newspaper contacts the surgery to request details of the total practice income and the individual income and pension contributions for each GP partner. This request is formally made in writing.
Under the FOI Act, any individual anywhere in the world can make a request for information from a public authority, including GP surgeries. It is the duty of the surgery to inform the applicant if they hold the relevant information and provide it, unless it is exempt under the act (ss21-44 FOI). This should be done within 20 working days, unless further clarification is needed about what information has been requested, in which case this limit will begin from when this clarification is provided (s1(3) FOI). For it to be valid under the act (ICO, 2017) (s8 FOI):
. The request must be in writing (letter or e-mail)
. Include the requestor's real name and address for correspondence
. Describe the information requested Accordingly, a valid request has been made in Case study 5.
However, personal information is exempt from the FOI (s40).
Therefore, the practice would only need to supply the total practice funding or income and not individual salaries. Moreover, the practice can only charge for reasonable administrative fees such as printing, photocopying and postage (BMA, 2016) .
Exemptions and refusal of requests
Case study 6.
A patient at the surgery has been treated for chronic obstructive pulmonary disease (COPD) for the last 10 years. He writes to request information on the Quality and Outcomes Framework (QOF) data which covers COPD.
A request for information can be refused under the Act in certain circumstances. These are summarised in Box 3.
InnovAiT Furthermore, there are specific exemptions that cannot be requested under the Act. These are summarised in Box 4.
The first four exemptions in Box 4, are absolute and do not require any further testing (except 'confidentiality' which is subject to common law). The remainder should be subject to the public interest test where it is considered whether releasing the information would cause more harm to the public good than the assumed public good of releasing it (ICO, 2017) . Generally, the public interest outweighs non-disclosure of information relating to accountability and effectiveness of public fund usage. The practice should write to the applicant explaining the reasons for refusal of the request.
Furthermore, if the public interest test is necessitated, then the 20-day rule may be extended for a reasonable period (BMA, 2016; ICO, 2017) .
In Case study 6, the patient has made a request for QOF data regarding COPD to be supplied. This data will be published at the end of the QOF year; therefore, it would be exempt and, under the FOI, would not need to be supplied (following a public interest test).
The patient should be contacted explaining the reasons for refusal of request.
KEY POINTS
. It is important for all healthcare practitioners to be aware of and process information and data in accordance with the DPA 1998 and FOI 2000
. The DPA 1998 governs processing of personal information of individual data subjects, which includes sensitive personal information held within patient records . The FOI 2000 governs access by the public to information recorded and held by public authorities, which includes organisational information in GP surgeries
. The DPA 1998 allows data subjects to make formal applications of access to their data, while personal information cannot be supplied under the FOI 2000
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